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CHAPTER 1. MANAGEMENT VIA
KASPERSKY
ADMINISTRATION KIT

Kaspersky Administration Kit is a system providing a centralized tool for per-
forming major administrative tasks related to the managing of the security system
of mobile devices.
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Figure 1. Kaspersky Administration Kit Administration Console

In case of centralized administration via Kaspersky Administration Kit, the Admin-
istrator determines the settings of the policies and the application. The protection
is built based on these settings.

A peculiarity of centralized administration is the arrangement of mobile devices
into groups and managing its settings through creating and defining group poli-
cies.

A Policy 1 is a set of Kaspersky Mobile Security settings in a group of the logical
network. Policies are transferred to the mobile device in the course of any type of
synchronization of the device with the Administration Server.
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Note

To ensure that Kaspersky Administration Kit detects mobile devices, open the
Settings tab in the Administration Server properties window and check the Open
port for mobile devices box.
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Figure 2. The Settings tab

Note!

Mobile devices connect to the Administration Server using the SSL protocol. To
establish this type of connection you need a certificate on the Server.

To create a certificate for mobile devices:

1.
2.

Open Kaspersky Administration Kit installation folder.
Run utility kimblcrt.exe.

Specify the Administration Server address in the certificate creation
wizard window that will open (see Figure 3)
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Figure 3. Creating a certificate for mobile devices
4. Follow wizard steps to complete creation of the certificate.



CHAPTER 2. APPLICATION
DEPLOYMENT

Note!

Remote installation of Kaspersky Mobile Security is impossible if the Kaspersky
Mobile Security admini str ation plugin is not ikn
place. The plugin installation package is included into the Kaspersky Mobile Se-
curity distribution kit and can be found in the Plugin folder.

This section describes installation of Kaspersky Mobile security using a remote
installation task and using an SMS message.

2.1. Creating an installation package

Remote installation of the application is performed using an installation package.
To create an installation package:
1. Connect to the Administration Server.

2. Select the Remote installation node in the console tree, open the
shortcut menu and select the New - Installation Package command
or use the analogous item from the Action menu. This will launch the
wizard. Follow its instructions.

3. You will be offered to specify the name of the distribution package and
to specify the application to be installed during the next step (see Figure
4).

4. Using a drop-down list, select option: Create installation package for
Kaspersky Lab's application. Using the Browse button select the file
containing description of the application (this file has extension .kpd
and is included into the application distribution package). As the result,
the fields with the application name and the version number will be filled
automatically.
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Figure 4. Creating an installation package Selecting application to be installed

5. After this a set of files required to install the application onto mobile de-
vices will be downloaded to a public folder of the Administration Server.

Upon the wizard® completion the created installation package will be added to
the Remote installation mode and displayed in the results pane.

2.2. Installing the application using
a remote installation task

Installation of the application using a remote installation task is used when mo-
bile devices are connected to the computers of the logical network. The installa-
tion of the application is performed at the moment when the device is connection
to the computer.

When performing the task, remote software installation to the client computers
can be performed using one of the two methods: the method of forced installation
or installation using a start script.

Forced installation is used to perform a remote installation of software to the
specific client computers of the logical network. When the task is launched, the
Administration Server copies a set of files required for installation from the public
folder to a temporary folder on each client computer and launches the installer on
each computer. To ensure success of the forced installation task the Administra-
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tion Server must have the privileges of a local administrator on the client com-
puters of the logical network. This method is used for remote application installa-
tion on computers running Microsoft Windows NT/2000/2003/XP, which support
this feature or on computers running Microsoft Windows 98/Me with the Network
Agent installed.

Note!

If the connection between the Administration Server and the client computer is
established via Internet or protected with a firewall, public folders cannot be used
for data transfer. In this case the files required for application installation must be
delivered to the client computer using the Network Agent. Installation of the Net-
work Agent onto such computers is performed locally.

The second method i installation using a start script i allows to assign the
launch of the remote installation task to a specific user account (or userséac-
counts). As the result of the execution of this task a record about launching the
installer located in the public access folder of the Administration Server will be
made in the start script for the specified users. For successful execution of this
task the account under which it is run or the Administration Server must have the
privilege to modify start scripts in the domain controller database. This privilege
is granted to the domain administrator and the task or the entire Administration
Server must be started with the rights of such user. As the result, as the user
registers with the domain, an attempt will be made to install the application to the
client computer from which the user has been registered. This method is recom-
mended for installation Kaspersky Lab's applications onto computers running
Microsoft Windows 98/Me.

Note!

For successful execution of the remote installation task using a start script, users
for which changes in the scripts are entered, must have the rights of the local
administrators on their computers.

Group tasks of remote software installation on client computers are executed
only using the forced installation method. When creating a global task, you can
select the required method: the method of forced installation or installation using
a start script.

To create a global task of remote installation using a forced installation method:
1. Connect to the Administration Server.

2. Select the Global tasks node in the console tree, open the shortcut
menu and select the New/Task command or use the analogous item
from the Action menu. This will launch the wizard. Follow its instruc-
tions.

3. Specify the task name.
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4. When selecting the application and determining the task type (see
Figure 5) set values Kaspersky Administration Kit and Remote ap-
plication installation respectively.

5. After this specify the installation package the installation of which will
take place during the execution of this task (see Figure 6). Select the

package created for this Administration Server or create a new one us-
ing the New button.

New task wizard |
Application o
Select application to perform the task
Application
MHame | -

Kaspersky Adriniztration Kit
K.azpersky Mebwork Agent
Kazpersky Antivinus 5.5 for Microsoft Exchange Server 2000/2003

F.aspersky Security 5.5 for Microzoft Exchange Server 2003 LI
Tazk type
Mame | -

T Create backup of Admistration 5erver
T Send repart to e-mail recipient
T Product deinstallation tazk s

< Back I Mext I Cancel Help |

Figure 5. Determining the task type
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New task wizard |
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O . Kazpersky Metwark Agent ver. 6.0.1705 package
Mew remate installation package

a| | i
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Figure 6. Selecting an installation package to be installed

6. At this stage select the Forced installation option (see Figure 7).

New task wizard |

Installation method o
Select deployment method.

Deployment type:

™ Login script-based installation

< Back I Mext I Cancel Help

Figure 7. Determining the installation type
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7. In this wizard screen (see Figure 8) you will be offered to determine ad-
ditional installation options:

1

Whether you need to reinstall the application if it has already been
installed on the computer;

Check the Do not install application if it is already installed box
to prevent repeated installation of the application (by default the
box is checked). In this case the task will not be started for com-
puters on which the application is already installed locally or as the
result of the previously launched remote installation task.

If the box is unchecked, the scheduled remote installation task will
be started until the number of installation attempts has been ex-
hausted.

Define the method to be used to deliver files required to install the
application to the client computers;

To do this, do the following in the Downloading installation pack-
age group of fields:

0 Check the With Windows tools from the public access
folder box if you want the files needed to remove the program
to be copied to the client computers using Windows tools
through the public access folder (check by default). This
downloading option is recommended if Network Agent con-
nected to the particular Administration Server is not installed
on the computer onto which the installation is being performed.

0 Check the Using the Administration Agent box if you want to
deliver the files to client computers through the Administration
Agent installed on each of them (checked by default). The
Network Agent must be connected to the particular Administra-
tion Server.

0 Specify the maximum number of client computers that can
download information from the Administration Server in the
Maximum number of simultaneous downloads field

Set the number of attempts to install when a task is started by
schedule by specifying the value you need in the Number of at-
tempts field. Attempts will be repeated if errors occur during the
previous installation.
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Figure 8. Additional installation options

8. During this step (see Figure 9) you will be offered to install the Network
Agent along with the application.

If the Network Agent is not installed on the network computer to which

the mobile device will be connected, but you wish to install it, you can
include the Network Agent di distntbu-buti o
tion package.

To do it, check the Install with the Network Agent box and the box
next to the name of the required installation package. If it is necessary,
create a new installation package using the New button.
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Figure 9. Selecting joint installation with the Network Agent

9. Determine the method to select computers for which the task will be
created (see Figure 10):

1 Based on the data obtained by polling the Windows network.
In this case computers for installation will be selected based on the
data obtained by the Administration server by polling the corporate
Windows network.

1 Based on addresses (IP address, NetBIOS name or DNS
name), entered manually. In this case computers for installation
will be selected manually.

If computers are selected based on data obtained by polling Windows
network, the list will be created using the wizard screen (see Figure 11)
similarly to adding the computers to the logical network (for details see
Kaspersky Administration Kit Reference Guide). You can select client
computers of the logical network (the Group folder) or computers that
are not yet included into its structure (the Network folder).
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Figure 10. Determining the methods to select client computers
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Figure 11. Creating a list of computers for installation based on Windows network data

If computers will be selected manually, the list will be created by enter-
ing NetBIOS names or DNS names, IP addresses (or ranges of IP ad-
dresses) of the computers, or by importing the list from a .txt file in
which each address must be entered using a new line (see Figure 12).
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New task wizard
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Figure 12. Creating a list of computers for installation based on IP addresses

10. In the next wizard screen specify the account under which the task of
remote installation to computers will be executed (see Figure 13).

New task wizard x|

Account P
On thiz page you can define the user account under which the task will start

" Default account

% Specified account
Usermarne:
Pazsward:

Confirm pazsword:

< Back I Mext > I Cancel I Help

Figure 13. Selecting an account

Note!

The account must have the
which you plan to perform a remote software installation.

which the Administration Server is operating.

admi ni

When installing software on computers belonging to different domains,
trust relationship is required between such domains and domains in
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Select one of the following options:

1

Default account i if the Administration Server is launched under
an account of a domain user and it has the required rights for the
installation of the software.

Specify the account i if the Administration Server is launched un-
der a system account or if the Administration Server account does
not have the right to launch remote installation tasks.

Note!

To perform remote software installation on computers that do not
belong to the domain, the remote installation task must be
launched under the account of a user who has the administration
rights on these computers.

Specify the attributes of the user whose account meets the required
conditions in the fields below.

11. Then create the task launch schedule (see Figure 14).

1

Select the required task launch mode from the Scheduled launch
drop-down list:

o Manually.

o Every N hour(s).

o Daily.
0 Weekly.
o Monthly.

0 Once (in this case the launch of the remote installation task on
the computers will be performed only once irrespective of the
result of its execution).

o Immediately (immediately after you have created the task,
upon the wizard® completion).

0 Upon completion of another task (in this case the remote in-
stallation task will be launched only after the completion of the
specified task).

Configure the schedule settings using a group of fields matching
the selected mode (for details see Kaspersky Administration Kit
Reference Guide).
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Figure 14. Daily task launch

Upon the completion of the wizard the remote installation task created will be
added to the Global task node and displayed in the result panel.

In order to start the remote installation task.

select the Global tasks node in the console tree, select the required instal-
lation package, open the shortcut menu and select the Install command or
use the corresponding item in the Action menu.

Once the installation is complete, kmlisten.exe application will be run in the
background mode; this application will track connection of the mobile devices to
the computer. Once a connected device is detected a window will open (see
Figure 15) containing a prompt to select a device onto which the application will
be installed.
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[Z ks 7.0 EE Installer  [= |[D/(X]

Cne ar more KAYMobile compatible devices
connecked to vour computer, select devices
wou wantk ko install KayMobile Enterprise
Edition:

WM _test] (Ackive Sync)

Install. .. | Close

[ Stop k&Y Mobile EE Installer From looking
for devices

Figure 15. KMListen.exe utility window
Press the Install button to download the application installation package to the

mobile device. Once the download is complete, follow the installation wizard in-
structions running on the device.

2.3. Installin g the application using
SMS

Application installation on mobile devices using SMS is used when mobile de-
vices are not connected to the computers of the logical network.

Note!

In order to send an SMS you must have a GSM modem connected to the Ad-
ministration Server. You will also need Microsoft .NET Framework version 2.0 on
the Server. Otherwise sending SMS messages will be impossible

In order to install the application using SMS:
1. Connect to the Administration Server.
2. Select the Remote Installation node in the console tree.

3. Select the Properties item from the shortcut menu of the application in-
stallation package created.

4. Open the Settings tab and press the Install using SMS button.
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5.

In the window that will open (see Figure 16) specify the installation set-

tings:

a) Specify the modem connection settings in the GSM modem sec-
tion: port and rate.

b) In the Distribution package URL field specify a public server on
which Kaspersky Mobile Security distribution package is located
from which the application will be installed.

For example:
ftp://ftp.domain.com/distrib/KMS7EE/kmsecurity 7
0_15 beta.sis
or:
http :// domain _name. ru / distrib  / KMSEE kmsecurity _e
e wmsp_7 00 49 ru.cab.
c) Create the list of numbers to which SMS message will be sent. In

order to do it enter the number in the entry field and press the Add
number button. The number entered will be added to this list.

To save the list of numbers into a TXT file or load the list from a
previously created file, use buttons Save to file and Load from
file.


ftp://ftp.domain.com/distrib/KMS7EE/kmsecurity_7_0_15_beta.sis
ftp://ftp.domain.com/distrib/KMS7EE/kmsecurity_7_0_15_beta.sis
http://domain_name.ru/distrib/KMS7EE/kmsecurity_ee_wm_sp_7_0_0_49_ru.cab
http://domain_name.ru/distrib/KMS7EE/kmsecurity_ee_wm_sp_7_0_0_49_ru.cab
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i
G5M modem
COM port M
Bad rate: 115200

Diztribution package URL:

Ihttp:.u’.u’

I Add Aumber |

Mumber | Status Edit |
Delete |

Add from file |
Save tofile |

Check all |
Feset allmarks |
1] | |

Send out |

Figure 16. SMS sending settings

6. Press the Send button to send SMS for installation of Kaspersky Mobile
Security to the specified numbers.

SMS message containing the URL of the installation package will be sent to the
mobile devices whose numbers are found in the list. When you open the URL,
the application installation package will be downloaded to the device. Once the
download is complete, follow the installation wizard instructions running on the
device.

2.4. Adding device to a group

After the installation of Kaspersky Mobile Security, during the network polling all
mobile devices will be placed into the domain with the name specified when the
installation package was created (by default i PDAGroup). The policy created
for mobile devices will not be applied.
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Note

A group for mobile devices will appear in the Network container (in the domain
display mode) after the first connection of the mobile device with the Administra-
tion service provided that Kaspersky Mobile Security is installed on the device.

To move the mobile device into the administration group open the Administration
Console, switch to the Network container and select the domain display mode.
Expand the PDAGroup group in the list of network groups and drag the mobile
device into the required administration group.

In order to ensure that the mobile devices are automatically placed into the re-
quired group:

1. Open the Administration Console and switch to the Network container.

2. Select the PDAGroup and open the group properties window using the
context menu.

3. Open the Client computers tab (see Figure 17).

General Clisnt computers I

— Mew computers in the network

[V Include computer into the structure of the groop:

I Groups/E stemalBetal esters Browse... |

r— Client computer activity in the network.

™ Remave from group after computer has been inactive for

ID _l dapz

v Allow full scanning of computers of tis group

ak. I Cancel Apply

Figure 17. Group properties

4. Check the Add computer to the group box in the New computer in
the network section.
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Press the Browse button and in the window that will open select the
administration group into which mobile devices connected in the future

will be placed.

Save changes.



CHAPTER 3. MANAGING
POLICIES

This section contains information about creation and configuration of policies for
Kaspersky Mobile Security 7.0 Enterprise Edition.

The policy is applied to the application in the following cases
I duringthedevi cebds first connection to the n

f during subsequent deviceds conneégcti on:
tings or the policyds settings have be

1 during synchronization started manually (Kaspersky Mobile Security
Userd®). Guid

3.1. Creating a policy

In order to create a policy, perform the following:

1. Select a group of mobile devices for which you wish to create a policy in
the console tree in the Groups folder.

2. Select the Policies folder included into the selected group, open the
shortcut menu and use the NewA Policy command.

The policy creation utility is designed as a Microsoft Windows wizard and in-
cludes a sequence of windows (steps) navigated using the Back and Next but-
tons and completed using the Finish button. To exit the wizard at any step, press
the Cancel button.

Note!
On each step of a policy creation the settings you specified can be saved using

the ﬂ button. If the lock on the button is closed, then when policy is used later
on the mobile devices, only values specified by the policy being created will ap-

ply

Step 1. Entering general information about the policy

The first wizard's step is introductory. In the first wizard's screen you must spec-
ify the name of the policy (the Name field), in the second screen - select applica-
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tion Kaspersky Mobile Security 7.0 Enterprise Edition from the Application
name drop-down list. In order to apply the policy settings immediately after their
creation, check the Active Policy box in the Policy Status block in the third
screen.

Step 2. Defining background anti-virus scan settings

At this stage you will have to determine the mobile device anti-virus scan set-
tings: the scan scope and the scan launch schedule.

In the Scan settings section (see Figure 18) you can select the scan scope by
selecting file types which will be scanned and determine whether attempts will be
made to disinfect an infected object:

1 Scan only executable files - scan executable program files only.
1 Scan archives - scan files packed into archives.

1 Attempt to disinfect infected objects 1 attempt to disinfect infected
objects encountered. Not every object can be disinfected.

New Policy Wizard

Scan
Define Scan parameters.

Ix

I“" |

Scan zettings !:
V¥ Scan executable files only
¥ Archives

¥ Tip to disinfect infected objects

Schedule |

< Back I Mest = I Cancel | Help |

Figure 18. Configuring the anti-virus protection settings

In order to configure a schedule according to which the on-demand scan will be
performed press the Schedule button. This will open a dialog box in which you
should specify the scan frequency:

1 Manual i the action will be started manually by the user.

1 Dailyi the action will be performed daily. Specify the time for the scan
to run in the Launch time group of fields.
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1  Weeklyi the action will be performed on a certain weekday. In the
Launch time group of fields specify the time for the action to be per-
formed and select a weekday on which the on-demand scan will run.

Step 3. Configuring Real-Time Protection settings

During this step you will determine the operation settings of Real-Time protection
of the mobile device's file system and memory.

Check the Enable Real-Time Protection box (see Figure 19) to make the appli-
cation scan all programs run and files opened by the user.

You can use the Scan settings section in order to select the scan scope through
selecting the file types to be scanned:

1 Scan only executable files - scan executable program files only.

New Policy Wizard x|

Real-Time Protection
“You can use the page to configure Real-Time Protection settings

¥ Enable Real-Time Protection

L

Scan zettings

¥ Scan srecutable files only

< Back I Nest > I Cancel | Help |

Figure 19. Configuring Real-Time Protection settings

Step 4. Selecting an update source

During this step you will determine the update source and configure the schedule
according to which updates will be performed.

Using the Update Source section (see Figure 20) specify the addresses of the
server from which the updates will be made.

To ensure that the updates are performed
servers leave the Update Server Address field blank.
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When using a different resource for updates, specify the address of the update
source in the Update Source section. It must be a full URL of file mobile.xml.

For example, http://domain.com/index/mobile.xml

Note!

The folder structure in the update source must be identical to the corresponding
structure of the Kaspersky Labbdés upda

New Policy Wizard x|
Update zource selection. —
“You can use the page to configure product updates e

-

Update source &

Update server:

Schedule |

< Back I Nest » I Cancel Help

Figure 20. Selecting an update source

Additionally, you can create an update launch schedule. In order to do this, use
the Schedule button. This will open a dialog box in which you should specify the
scan frequency:

1 Manual i the action will be started manually by the user.

1 Dailyi the action will be performed daily. Specify the time for the scan
to run in the Launch time group of fields.

1 Weeklyi the action will be performed on a certain weekday. In the
Launch time group of fields specify the time for the action to be per-
formed and select a weekday on which the on-demand scan will run.

Step 5. Configuring Anti-Spam settings
During this step you can configure Anti-Spam module settings (see Figure 21).

Select the Anti-Spam operation mode in the Anti-Spam section:
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1 Disabled. Anti-Spam is disabled.

1 Only messages from the white list will be delivered. In this mode
Ant-Spam passes messages matching the
messages will be blocked.

1 Only messages from the white list will be delivered. In this mode
Ant-<Spam bl ocks receipt of messages mat
All other messages will be passed.

i Standard. In this mode Anti-Spam filters incoming messages using the
"black" and the "white" lists. Once a message is received from a phone
number not found in either of the lists, Anti-Spam will notify the user and
will offer to block or allow receipt of the message and to add this phone
number to the "white" or "black" list.

New Policy Wizard x|

Anti-Spam f et
Specify operational settings of Anti-Spam pratection

— &nti-Spam protection ’:-
" Disabled
' Orly messages from the white list are delivered
£~ Orly messages from the black list are blocked
¢ Standard

Ir this mode Anti-5pam blocks messages from the black list and admits messages from the
white list, in all the other cazes the action selection window is opened

¥ Deliver messages from numbers in contact list

¥ Block messages from non-numeric addresses

< Back I Nest > I Cancel | Help

Figure 21. Configuring Anti-Spam settings
Check the Deliver messages from numbers found in the contact list to en-
sure that Anti-Spam passes messages from numbers from the contact lists.

Check the Block messages from non-numeric numbers box so that Anti-
Spam would block receipt of messages from non-numeric numbers.

Step 6. Configuring additional settings

During this step you can specify the Firewall module protection level and the
synchronization period with the Administration Server.
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Specify the Firewall module protection level in the Firewall section (see
Figure 22). Firewall ensures mobile device protection on one of the following
levels:

1 Disabled. Firewall disabled.

1 Low. Firewall blocks all incoming connections; any outgoing connec-
tions are allowed.

1 Medium. Firewall blocks all incoming connections; outgoing connec-
tions are allowed using ports HTTP/HTTPS/SMTP/IMAP/SSH.

1 High. Firewall blocks any network activities except connections with the
Administration Server and updates of the application bases.

New Policy Wizard =

Advanced settings
“Y'ou can use the page to configure additional product zettings

\

-
_ . A =
Connection to Administration Server i
Sunchronization interval: Ewvery 3 hours j
i~ Firewall i:_

Firewall activity level edium level

On this level Firewall blocks incoming connections and pings; outgoing connections via
http/hitps/ftp passive/ssh basic protocols are allowed

< Back I Mext > I Cancel | Help

Figure 22. Additional application settings

Specify the synchronization frequency by selecting the required value from the
Synchronization Period drop-down list in the Synchronization with the Ad-
ministration Server block. By default the mobile device will initiate an attempt
to connect to the Administration Server every 6 hours.

Step 7. Selecting a key file

At this step you can specify a key file used to activate Kaspersky Mobile Secu-
rity.

Press the Modify button and select the key file in the window that will open Then
the following information about the key will be displayed in the wizard window:
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1  number;

T key type;

1 License expiration date.
1

License restrictions.

Note!
To make sure that the file key is downloaded to mobile devices you must confirm

your selection using button ﬂ Otherwise Kaspersky Mobile Security will not be
activated.

Step 8. Completing creation of the policy

The last screen of the wizard informs about the successful completion of the pol-
icy creation process (see Figure 23).

Upon the completion of the wizard policies for Kaspersky Mobile Security 7.0
Enterprise Edition will be added to the Policies folder of the corresponding group
and displayed in the result pane.

You can edit settings of the created policy and impose restrictions on modifica-

tion of its settings using the % putton for each group of settings. A mobile device
user cannot modify settings locked as described above. The policy will be ap-
plied to mobile devices at the time of the first synchronization of the client with
the server immediately after the mobile device has been added to the administra-
tion group.

You can copy or move policies from one group to another or delete them using
standard shortcut commands Copy / Paste, Cut / Paste and Delete or analo-
gous items from the Action menu.
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MNew Policy Wizard =

Completing the New Policy Wizard.

“'ou have successfully created new policy 'Mew policy’ for
'¥.azpersky Mobile Secunty 7.0 Enterprize Edition’

It order to complete the wizard, press the "Finizh" button.

< Back Cancel Help

Figure 23. Completing creation of the policy

3.2. Viewi ng and editing policy
settings

At the editing stage you can modify the policy, ban modification of the settings in
the policies of nested groups, in the application and task settings.

1. Select a group to which mobile devices belong from the console tree in
the Groups folder for which you wish to edit the settings.

2. Select the Policy folder included into this group; all policies created for
this group will be displayed in the result plane.

3. Select the required policy for Kaspersky Mobile Security 7.0 Enter-
prise Edition in the list of policies (the name of the application is indi-
cated in the Application field).

4. Select the Properties command in the shortcut menu of the selected
policy.

An application policies settings configuration dialog box containing several tables
will open.
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The General, Use and Events are standard tabs for the Kaspersky Administra-
tion Kit application (details see Kaspersky Administration Kit Administrator's
Guide).

The rest of the tabs contain Kaspersky Mobile Security 7.0 Enterprise Edition
settings configuration controls. Description of each tab is provided below.

Note

When editing the policy settings use button ﬂ in order to lock the policy data
entered. Later the mobile device user will not be able to edit policy settings
locked as described above.

3.2.1. Viewing application information

The following information about the policy is displayed in the General tab (see
Figure 24): policy name, name of the application for which it is created, date and
time of the policy creation, date and time of its last modification.

Mobile Properties 2=l
Update source I Apti-Sparn | Anti-T heft I Advanced zettings I Licensze
General | Enfarcement | Events I Scan I Real-Time Pratection

Application; Kaspersky Mobile Security 7.0 Enterprige Editi
Created: 8/8/2008 12:26:44 PH
todified: 8/8/2008 12:38:36 PM

[~ Activate policy based an the event

IVirus outbreak j
Poalicy status:
Active Palicy j

QK I Cancel | Apply |

Figure 24. The General tab
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Using this window you can modify the policy name, activate or deactivate it and
configure activation of the policy when a certain event occurs.

3.2.2. Viewing results of applying of the

policy

The Use tab (see Figure 25) contains general information about the use of a
policy on mobile devices of a group and indicates the number of devices on

which:

1

1
1
1

the policy is not determined;
executed;
not yet executed;

could not be executed due to an error.

Mobile Properties d |

Update source | Anti-Spam | Anti-Theft | Advanced settings | License
General Enfarcement | Events | Scan I Real-Time Protection

~ Enforcing the policy on the client computers
Defined for 0 computers

E Pending for O computers

%" Enforced far O computers

Q Failed for O computers

BRefresh

IE Caution!

i_l Application zubject only to policy zettings that cannot be
modified [i. e. “locked”).

If pou would like a setting to apply to application, remember
to zet appropriate “lock”.

Advanced

QK I Cancel Apply

Figure 25. The Use tab
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You can view details about the results of the use of the policy on each client
computer in the group in the window that opens by pressing the Details button
(for details see Kaspersky Administration Kit 6.0 Administrator& Guide).

3.2.3. Configuring settings of application
operation event registration

In the course of its operation Kaspersky Mobile Security generates a certain set
of events. Each event has a characteristic that reflects its severity level. There
are four severity levels: critical event, functional failure, warning and informa-
tional message.

Events of the same type may be of different importance level depending on the
situation in which such events occurred.

The Events tab (see Figure 26) displays the types of events occurring in the

appl i cati onds operation and | ogged int

report and the mode of the notification of the administrator and other users.

To view the types of events, select the required severity level from the Severity
Level drop-down list. Types of events for the selected level will be displayed in
the information field located below.

For each event you can configure whether it will be logged into the report and
whether the administrator will notified about it.

(o]

t
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Mobile Properties d |
Update zource I Anti-Spam | Anti-Theft I Advanced settings I Licenze I
General | Enfarcement Events Scan I Real-Time Protection

More about ewvent settings

e~ |

B 2 0 |Evenistpes |

H BN N |Infected object found.

Select Al I Properties |

QK. I Cancel | Apply |

Figure 26. The Events tab

For a detailed description of other settings on the Events tab refer to the
Kaspersky Administration Kit 6.0 Administrator6 s Gui de .

3.2.4. Configuring anti  -virus scan settings

The Scan tab (see Figure 27) determines the on-demand settings: scan scope,
actions to be performed with the infected objects and the schedule according to
which the scan will be run.
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Mobile Properties d |
Update zource I Anti-Spam I Anti-Theft | Advanced settings I Licenze I
General | Enfarcement | Events Sean Real-Time Protection

— Scan settings IE—

¥ Scan executabls files anly
v Archives
¥V Ty to disinfect infected ohjscts

If disinfection fails

" Delete
" Ekip
" Move to Quarantine

 Prompt far action

Schedule |

QK. I Cancel Apply |

Figure 27. The Scan tab

Specify the action to be performed once an infected object is detected in the Ac-
tions to be performed with infected objects section.

1

1
1
1

Delete.
Skip - leave infected objects detected intact.
Quarantine - move infected objects detected into the quarantine folder.

Prompt for action - display a message about a virus detection on the
screen with a suggestion to delete, quarantine or leave the infected ob-
ject intact.

If the Attempt to disinfect infected object setting is selected, then the selected
action will be performed only if the object could not be disinfected.

Other settings are similar to those described above in section 3.1 on page 25.



3.2.5. Configuring Real -Time Prot ection
operation settings

The Real-Time protection tab (see Figure 28) determines the Real-Time protec-
tion settings: scan scope, actions to be performed with infected objects.

Mobile Properties 2 x|
Update source I Anti-S pam | Anti-Theft I Advanced zettings | Licenze I
General I E nforcement I Ewverts I Scan Real-Time Pratection

[V Enable Real-Time Protection

@

— Scan settings
¥ Scan executable files only
If disinfection fails

* Delete

" Skip

 Move to Quarantine

ak I Cancel Apply

Figure 28. The Real-Time Protection tab

3.2.6. Selecting the application bases
update source

The Update Source tab (see Figure 29) indicates the update source from which
anti-virus bases updates will be downloaded. This tab is also used to create the
update launch schedule.

To ensure that the updates are performed from the Kaspersky Lab& update
servers leave the Update Server Address field blank.
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When using a different resource for updates, specify the address of the update
source in the Update Source section. It must be a full URL of file mobile.xml.

For example, http://domain.com/index/mobile.xml

Note!

The folder structure in the update source must be identical to the corresponding

structure of the Ksegepersky Labos

upda

Mobile Properties 2=l

General | Enforcement | Events | Scan | Feal-Time Protection |
Update source I Anti-Spam | Ainti-T heft I Advanced zettings I License
Update source [
Update server;
Scheduls

(1] I Cancel Apply

Figure 29. The Update source tab

3.2.7. Configuring Anti  -Spam settings

The Anti-Spam tab (see Figure 30) is used to configure anti-spam settings.

Select Anti-Spam operation mode in the Anti-Spam section:

M Disabled i disables Anti-Spam.
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1 Deliver only message from white list i Anti-Spam checks messages
against the white list. | f t he senderds number or t
is found in the list, Anti-Spam will pass such message.

1 Block only message from black list i Anti-Spam checks messages
against the black I ist. I'f the sender
is found in the list, Anti-Spam will block such message.

i Standard i Anti-Spam blocks messages from the black list, passes
message from the white list; in all other cases a window opens where
the device user can select the action to be performed with the message.

Check the Deliver messages from numbers found in the contact list to en-
sure that Anti-Spam passes messages from numbers from the contact lists.

Check the Block messages from non-numeric numbers box so that Anti-
Spam would block receipt of messages from non-numeric numbers.

Mobile Properties e |
General I E nfarcement | Everits I Scan I Real-Time Protection I

|pdate source Anti-Spam I Anti-Theft I Advanced zettings | Licenze

— Anti-5 pam protection ﬁ—

" Dizabled
" Dnly messages from the white list are deliversd
" Only messages from the black list are blocked

@ Standard

In thiz mode Anti-S pam blocks messages fram the black list and
admits messages from the white list, in all the other cazes the action
selection window iz opened

¥ Deliver messages from numbers in contact list

¥ Block messages from nor-numeric addreszes

QK. I Cancel Apply

Figure 30. The Anti-Spam tab
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3.2.8. Configuring Anti  -Theft settings

The Anti-Thief module (section Anti-Theft (see Figure 31) is used to configure
the Anti-Theft module settings that protects data stored on the mobile device
against unauthorized access to it in case the device was list or stolen.

Check the SMS-Clean box to enable the SMS-Clean function. This function al-
lows erasing user® personal data (contacts, messages, files, data from the
memory card, network settings). To use the SMS-Clean function, and an SMS
containing text fAclean:passwordo to the de

Press the Configure button and in the window that will open select the catego-
ries of information that can be deleted using the SMS-Clean function:

1 Delete contacts i deletion of the phonebook.
1 Delete mail i deletion of messages.

1 Delete documents i deletion of personal data.
1

Delete cards from the flash card - deletion of files from the memory
card.

1 Delete network settings and access point settings i deletion of per-
sonal network settings.

Check the SMS-Block box to enable the SMS-Block function. This function al-
lows unblocking of the device. You can unblock it only after you have entered the
password. To unblock the device using the SMS-Block function, send an SMS
message containing text: ¢block : password € to the device.

Check the SMS-Watch box to enable the SMS-Watch function. This function
allows to send to the specified numbers a new phone number and to block the
stolen device if the SIM card was replaced in such stolen device.

Press the Configure button and in the window that will open configure SMS-
Cl ean funct i on 6Mainserberiamd@dditionalnnunblerespecify
phone numbers to which an SMS message containing a new phone number will
be sent if the SIM card is replace with a new one. Additionally, using the corre-
sponding box you can enable the device blocking function if the SIM card is re-
placed.
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Mobile Properties 2 x|

General | E nfarcement I Events | Scan I Real-Time Protection I
Update source I Anti-Spam  AntiTheft | Advanced settings I License

&
¥ Enable the Si5-Clean mode
LConfigure |
I -
i
[¥ Enable the SMS-Block mode
,:_

¥ Enahble the 5IM-watch mode

Caonfigure |

ak. I Cancel Apply

Figure 31. The Anti-Theft tab

3.2.9. Configuring additional settings

The Additional settings tab (see Figure 32) is used to set the Firewall protec-
tion level and to determine the Administration Server synchronization period.

Specify the synchronization frequency by selecting the required value from the
Synchronization Period drop-down list in the Synchronization with the Ad-
ministration Server block.
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Mobile Properties 4 |

General | Erfarcemert | Evants | Sean | RealTime Protection |
pdate source I Anti-SpamI nti-Theft  Advanced settings I License

i~ Connection to Administration Server ﬁ—
Synchronization interval: I Ewvery & hours j
~ Firewall &

Firewall activity level medium

On this level Firewall Blacks incoming connections and pings; outgoing
connections via http/httpz/ftp passiverssh basic protocols are allowed

QK I Cancel Apply

Figure 32. Additional Settings

Select the Firewall protection level in the Firewall section.

1
1

Disabled i disables the Firewall operation.

Low - Firewall blocks all incoming connections; any outgoing connec-
tions are allowed.

Medium - Firewall blocks all incoming connections; outgoing connec-
tions are allowed using ports HTTP/HTTPS/SMTP/IMAP/SSH.

Highest - Firewall blocks any network activities except connections with
the Administration Server and updates of the application bases.



CHAPTER 4. MANAGING
APPLIC ATION OPERATION
SETTINGS

Using the application settings you can modify the settings of Kaspersky Mobile
Security operation for individual mobile devices. You can modify only those set-
tings that are not blocked by the policy (for more details see section 3.1 on page
25).

In order to modify the application operation settings:

1. Select the folder with the group name to which the mobile device be-
longs in the Groups folder.

2. Select the device for which you wish to modify the application operation
settings in the results pane. Select the Properties command in the
shortcut menu or in the Actions menu.

3. As the result a dialog box Properties: computer name will be opened
in the main application window. Select the Applications tab (see Figure
33).
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WM_test1 Properties 2=l

Generall Protection ~ Applications I

All Kazpersky Lab applications for computer:

Nai

Events | Statistics | Properties |

ak. I Cancel | Apply |

Figure 33. Mobile device properties viewing window.
The Applications tab

4. Select application Kaspersky Mobile Security 7.0 Enterprise Edition.
The bottom left-hand part of the window the following buttons:

1 Eventsi view the list of application operation events occurred in
the mobile device and registered on the Administration Server.

i Statistics T view statisticali nf or mati on aboutp-
eration.

1 Properties i configure the application in the Kaspersky Mobile
Security 7.0 Enterprise Edition application settings.

4.1. Viewing application information

Using the General tab (see Figure 34) you can view information about Kasper-
sky Mobile Security 7.0 Enterprise Edition application.

The top part of the window displays the name of the installed application, version
information, installation release, current state (whether the application is running
on the mobile device) and the information on the application bases status.

t he

)
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'Kaspersky Mobile Security 7.0 Enterprise Edit d |

Apti-Theft I Advanced settings I License I Licenzes I Events I
General | Scan I Fieal-Time Pratection I Update source I Anti-Spam

S ecurity 7.0 E nter

Plugin information

ersion number: 70051

Installed: B/7/2008 4:53:38 P
Last software update: <Unknownz

Current status: Running

Antivinus database
[ atabase date: 7420742008 12:00:00 PM
Murnber of antivins records: 332

Last update date: 742042008 12:00:00 P

Stark I Stop I

QK I Cancel | Apply

Figure 34. Application settings configuration window.
The General tab

4.2. Viewing information about anti -
Virus scan settings

Using the Scan tab (see Figure 35) you can view and modify the on-demand
scan settings: scan scope, actions to be performed with the infected objects and
about the schedule according to which the scan will be run.
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'Kaspersky Mobile Security 7.0 Enterprise Editi 2xl
Anti-Theft | Advanced settings | License | Licenses I Events |
General Scan | Real-Time Protection I Update source I Anti-Spam

~ Scan settings ﬂ-

I iSoan executable files anly
I Archives
¥V Ty to disinfect infected ohjscts

If disinfection fails

" Delete
" Skip
% Move to Quaranting

 Prompt far action

Schedule |

ak. I Cancel Apply |

Figure 35. The Scan tab

4.3. Viewing informatio n about Real -
Time protection  settings

Using the Real-Time protection tab (see Figure 36) you can view and modify
the real-time protection settings: scan scope and actions to be performed with
infected objects.
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'Kaspersky Mobile Security 7.0 Enterprise Editio 2xl
Anti-Theft | Advanced settings | License | Licenses I Events |
General I Scan RealTime Protection | |Update source I Anti-Spam

=t

~ Scan sethings ﬂ—
[ Scan executable files only
If disinfection fails
" Delete
" Skip

% Move to Quaranting

ak. I Cancel Apply

Figure 36. The Real-Time protection tab

4.4. Viewing information about
update source

Using the Update source tab (see Figure 37) you can view information and
modify update downloading settings for the particular mobile device.
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'Kaspersky Mobile Security 7.0 Enterprise Editio 4 |

Apbi-Theft | Advanced settings License | Licenses | Evverts |
General I Scan I Fieal- Time Protection  Update source |Anti-8pam

Update source '

Update server:

Schedule

QK I Cancel Apply

Figure 37. The Update Source tab

4.5. Viewing information about Anti
Spam operation settings

Using the Anti-Spam tab (see Figure 38) you can view and modify the settings

of the anti-spam protection of your mobile device.
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‘Kaspersky Mobile Security 7.0 Enterprise Ed 4 |

Anti-Theft | Advanced settings | License | Licenses | Events |
General I Scan I Fieal-Time Protection I lpdate source Anti-Spam

—Anti-5pam protection ﬂ—

" Dizabled
' Drly messages fiom the white list are deliversd

" Orly mezzages from the black list are blocked

In thiz mode Anti-Spam blocks messages from the black list and
admits meszages from the white list, in all the other cages the action
selection window iz opened

[~ Deliver messages from numbers in comntact list

[~ Block messages from non-numeric addresses

QK I Cancel Apply

Figure 38. The Anti-Spam tab

4.6. Viewing information about Anti -
Theft operation settin gs

Using the Anti-Theft tab (see Figure 39) you can view and modify the Anti-Theft
operation settings: You can:

f enable module functions: SMS-Clean, SMS-Block, SIM-Watch;

1 configure the settings of the Anti-Theft function using the Configure
buttons in the corresponding section.
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'Kaspersky Mobile Security 7.0 Enterprise Editi 4 |

General | Scan | Real- Time Protection | Update source | Anti-Sparn |
Apbi-Theft | Advanced settings I Licensze I Licenzes I Events

it

¥ Enatle the SMS5-Cleah mode

Lonfigure |

¥ Enable the SMS-Block mode

s

I

¥ ‘Enable the SiM-Watch mode

Configure |

QK I Cancel Apply

Figure 39. The Anti-Theft tab

4.7. Viewing information about
additional settings

Using the Additional Settings tab (see Figure 40) you can view information and
enter changes into the Firewall operation settings and change the frequency of
connection with the Administration Server.
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'Kaspersky Mobile Security 7.0 Enterprise Editio d |

General I Scan | Real-Time Protection I Update source I Anti-Spam I

Abi-Theft Advanced seftings | Lizense I Licenzes I Everts

i~ Connection to Administration Server ﬂ—
Synchronization interyal: I Ewery 3 hours j

~Firewall i

Firewall activity level rmediun |

0n thiz level Firewall black.s incoming connections and pings; outgoing
cohhectiohs via http/httpz/ftp passivesssh basic pratocel: are allawed

QK I Cancel Apply

Figure 40. The Additional Settings tab

4.8. Viewing key details

The License tab (see Figure 41) contains information about they key installed on
the mobile device.
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General | Scan | FiealTime Protection | Update saurce | Anti-Sparn |
Anti-Theft I Advanced settings License Licenzes I Events
&
Number: 0830-000451-03FES404
License: ioh. 100-143 User 1 month Trial Lic
Expiry date: 114742008
Type: Trial
License limits: 100

T adify |

QK I Cancel Apply

Figure 41. The License tab

4.9. Viewing event information

In the course of its operation Kaspersky Mobile Security generates a certain set
of events. Each event has a characteristic that reflects its severity level. There
are four severity levels: critical event, functional failure, warning and informa-
tional message.

Events of the same type may be of different importance level depending on the
situation in which such events occurred.

The Events tab (see Figure 42) displays the types of events occurring in the
applicationés oper at i orhas ael ds the togagoe df the
report and the mode of the notification of the administrator and other users that
the event has occurred.
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Figure 42. The Events tab



